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SAYS…

ACCESS IS SIMPLY BEING ABLE 
TO GET WHAT YOU NEED



Authentication vs Authorisation



WHO ARE YOU?







Access methods



Undesirable #1

“MAGIC LINK”



Security level 0



Vanilla flavour

https://www.ihsti.com/scripts/tilogon.dll?Welcome&Username=SAME4EVERYONE&Password=KENDRICKLAMAR



https://masterclass.playwithapro.com/activate?activationCode=M6IPzq8823 

Strawberry flavour



http://www.saarih.com/institutionname.php

Best flavour



Undesirable #2

Shared 
Username 
and Password



Security level 1







IP based
access



IP ACCESS: VPN



Security level 
varies



WHAT DOES PROXY DO?

Changes user’s IP address

Conducts man-in-the-middle attack

Both



IP ACCESS: PROXY







Security level 2



BENEFITS

NO IDENTITY 
VERIFICATION REQUIRED

WHEN ON-SITE, NO LOGIN 
IS NECESSARY

WELL-KNOWN 
AUTHORISATION METHOD

EASY TO ENABLE ACCESS 
USING IP ADDRESS













EZproxy?



“I start my research on PubMed. Once I find the article I need, I have two 
choices:

First, be a good citizen and go to the library portal, then login, then find 
the publisher in the A-Z list, then go to the site via proxy and search for 
the DOI again in there.

Second, paste the DOI into Sci-Hub. The time economy is obvious.”

- Lecturer at the University of Health Sciences



“…58% of the IP ranges held by publishers 
to authenticate libraries who license their 

content 
are inaccurate”



192.168.1.39

2001:cdba:0000:0000:0000:0000:3257:9652



‘I thought it was an experiment and I thought that 4.3 billion would be 
enough to do an experiment. Who the hell knew how much address 
space we needed?’ 

- Vint Cerf, co-inventor of the Internet Protocol



CASA



Are you using Google subscriber links 
programme?



CASA

Log in to Google 
account when 

on-site

Access Google 
Scholar 

Adjust the 
settings to 

associate with 
the institution

Go home and 
access content 

for 30 days







Security level 1





‘Forcing users to access content through the library portal is 
unreasonable, especially in the mobile era. Libraries will have to step 
up to provide a better user experience, otherwise patrons will simply 
walk away.’ 

- Johan Tilstra, Lean Library founder and CEO



SAML







BENEFITS

DESIGNED FOR SSO 
ON THE WEB

SUPER SECURE PERSONALISATION & 
ANONYMITY

CAN HELP REDUCE 
SUBSCRIPTION PRICE



DRAWBACKS

INCONSISTENT UX DEEP-LINKING MISCONCEPTIONS BEGS FOR A DIALOGUE 
WITH A VENDOR



“Publishers, libraries, and consumers have all come to the 
understanding that authorizing access to content based on IP address 
no longer works in today’s distributed world.”




